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34,000 + 14% 1,100,000,000



DAO 2016 - $50m

Parity

Bancor

Batch Overflow Exploit

Titanium
Blockchain

POWH

2017 - $32m

2018 - $23.5m

2018 - $14m Estimated

2018 - $4.7m

2018 - $2.3m
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• There are hundreds of Token Exchanges operational World-Wide

• These exchanges are regularly targeted , hacked and exploited 

• Hackers use these exchanges as Dumping Grounds for stolen tokens

Token Exchanges

• There are over 550 tokens on Ethereum blockchain

• These tokens can be vulnerable to smart contract hacks

• Creators cannot suspend trading in case of an exploit or breach

Token Creators (ICOs)

• Traders unknowingly buy stolen / counterfeit tokens

• These tokens, formerly assets later become useless

• There is little to no recourse or asset recovery

Traders and Investors
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Live monitoring of token contract health 

for up to the block detection of potential exploits, 

hacking  or theft patterns.

Immediate notification when a token 

may have been compromised 

delivered directly via the Ethereum 

Network

Take preventative action by smart 

contract oracle and get notifications 

before stolen/counterfeit tokens are 

used.
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Oracle-ready proprietary alert feed on the Ethereum blockchain

Compatible with 550+ Ethereum tokens

Automated transaction surveillance

Live monitoring of token contract health for 

up to the block detection of potential exploits, 

hacking  or theft patterns.
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• Nothing to alert.

Good
• Trading of more than 3% of total 

supply

• Minting of more than 1% of total 

supply

Notice
• Sudden increase in transaction 

volume

• Suspicious transaction patterns

Warning
• Transaction signatures indicate 

possible double spend

• Transfers in violation of coded terms in smart 

contract

• Substantial minting event

Severe
• Massive change of total supply in 

violation of minting rules

• Transfers more than 1005 of total supply

• Full balance of locked  account holding > 10% 

supply transfered

Emergency
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Five tiers of alerts based on threat severity

Securely broadcasted over Ethereum in contract readable form

Notifications instantly upon start of a suspected heist

Immediate notification when a token 

may have been compromised 

delivered directly via the Ethereum 

Network
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Smart Contract Oracle

Email

API

SMS



Take preventative action by smart contract 

oracle and get notifications before stolen / 

counterfeit tokens are used.

Automated actions based on threat rank

Freeze trading before liquidation occurs

Block the ability to trade stolen tokens
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• Reply “No Alert”

Good
• Email product supervisors

• Log entry to file

Notice
• SMS product manager

• Email product supervisors

• Limit transaction volume

Warning
• SMS product manager

• Email product supervisor

• Temporarily pause trading

Severe
• Automatically suspend trading

• 2FA required to resume trading

Emergency
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Custom Monitoring

Bespoke Integration

Blockchain Agnostic
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Seth@Zenchain.com

https://monitorchain.com/
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